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Within the framework of the SWAP project!, we have established several results on
6-bit APN mappings : two-level spectral functions, closure under switchings, APN
extension of (6,3)-bent. ..

In this talk, | focus on invariants that we used to obtain these results.
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Almost Perfect Nonlinear mapping

A mapping F : F)' — FJ' is APN [ 2-flat breaker ]

x+y+z+t=0 (all distinct) — F(x)+ F(y)+ F(z)+ F(t) #0

In the case m = 6, it is widely conjectured that all 6-bit APN mappings are known :

e 716 EA-classes.

e 14 = 13 + 1 cCZ-classes.

Challenge: Construct efficient invariants to distinguish these classes.



exploration of 2-switchs of known apn mappings

F,G:FJ —Fy
COMP(F):={b-F : beFJ}, coMP(G) :={b-G : beFJ}

One says that G is a k-switch of F if

dim(comp(F) N comP(G)) = m — k.

Edel-Pott A new APN via 1-switch, CCZ-inequivalent to any quadratic function.

Fact
The set of known APN is closed under 1-switch



Closure under 2-switches

We say that F : F5" — F% is a (m, k)-subfunction of G when
coMP(F) C compP(G).
In that case, G is an extension of F.
Starting from a set of representative of 716 known APN classes

1. enumerate all the (6,4)-subfunctions.

2. filter using a vectorial invariant

3. extend survival candidates into APN extension by backtracking
4

. reduce to EA-equivalence

a search for new APN mappings among the 2-switches of known ones



Invariant and Equivalence

G, F: F3" — F7 are r-equivalent if An invariant j satisfies
G=BoFoA upto degree r, G ~ F = j(G) = y(F).
r
for some affine permutations A, B. A collision is a pair G ¢ F with
r
2(G) = 5(F).

e The case r < 0 is affine equivalence.

e The case r = 1 is EA-equivalence.



Boolean functions

Every f € B(m) has a unique ANF

f(x)= Z asXs, deg(f) = max{|S|: as =1}, wval(f)=min{|S|: as =1}
SC{1,...,m}

usual spaces :
RM(p, m) = {f | deg(f) < p}  Bi(m) = {f | val(f) > s, deg(f) < t}

Basic invariants : degree, and the absolute Walsh spectrum

f — walsh(f) = {{ |f(a)] : acFy 1}

F(a) = Terp(-1) 0>



From class number to classification

The number of classes is easy to compute using Burnside's formula — identifying a
set of representatives may be hard!

BL(m) := a set of representatives of BL(m)

Bi(5) | Bae) | Bi®) | By9) | Bie) | Bi(7) | B5(10) | Bi(s)
206 150356 32 349 999 68443 | 3691561 | 10167
1972 1991 1991 | 2003 2008 2023 2026 ?
Berlekamp | Maiorana | Hou Brier | Leander | Gillot | Khoruzhii ?




Restriction to affine hyperplane

For 0 # u € F5":

H, :={x € F3" | ux = 0}, H, :={x € FJ" | ux = 1}.

Considering the restrictions of f € B(m),

fl,: Ho—>F2  f|: Ay = F2

For any invariant 7 on B(m — 1), we consider the (small) multiset :

Re(u) = {{ o(F],), o(F]; 3



Lifting by restriction for Boolean function

J
l =g (F) = Re(u) | 0# u e F3' }}
Using Fourier-Hadamard transform:

—

f=3(f)={ Re(a) |lacF3 }}

PR

Rr(a) = Xopuerp Re(U)(=1)™ 10



Very efficient on 6-bit functions!

There are jj]ég(5) = 48 classes in dimension 5, and ﬁBg(6) = 150356 in dimension 6.
Lifting a class indicator w: B3(5) — 33(5) by restriction gives :

W' w
f-value 150338 | 150355
g-collision 18 1

Only one collision on 150356 classes:
ab + bc + cd + bce + abde + abcf + adf vs. ac + bc + bd + bce + abde + abcf + adf

Computing this invariant on all classes takes 18 seconds.
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Observation of components of known APN

The 716 classes of known 6-bit APN functions have algebraic degrees 2, 3, or 4.
Observing the EA-class of all their components ( 716 x 63 = 45108 ):

Fact
The set of components of known 6-bit APN reduces to 37 EA-classes !

Problem
How to decide if a given Boolean function is a component of some APN mapping?

Conjecture
If F is an APN mapping then deg(F) < m
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Lifting by composition for vectorial functions

Let 7 be an invariant on Bi(m). It lifts by composition to an invariant on Vf(m, n):
9e(F) = {s(f) | f € comp(F)}

Lifting by restriction works here too:

Viim+1,n)

.7 restriction

.7 composition
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baby example : (4,4)-vectorial mapping

tV(4,4) = (224)4 =204~ 10 — 4713 EAa-classes (Brinkmann, 2019)

V(4,4)

Ws, (restriction) .7

-
-
-
-

wa. (composition)

V(3,4)
Wae (composition)/
3 ~ 3 4 4
w3: B3(3) — B5(3) wa: B3(4) = By(4)
Invariant walsh | w4 | wsg
f-values 481 951 | 3828
Combination 4458 14




Lifting to V$(6,6)

V3(6,6)
/1 k\
("/‘}\C // \\\
‘ d\jC \\\
V3(5,6) B3(6)
/1 /,’/’/
We .7 /,/”
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Effectiveness of theses lifts

The Fourier lift . takes 714 values on the set of known APN , and providing only two

collisions (among quadratic functions).

Invariant || DDT | LAT | 2T | e @e
f-values 2 2 | 41 | 157 | 714

Remark
@c looks like a very good choice for 2-switching analysis.
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466116 1362046 i 714

(6,4)-subfunctions (6,4)-candidates APN mappings EA-classes

Starting from the 716 known EA-classes of 6-bit APN functions, the pipeline
enumerates their (6,4)-subfunctions and filters them with the vectorial invariant &..

Surviving candidates are then extended into APN mappings by backtracking, and

reduced to affine equivalence.

The set of known apn appears to be closed under 2-switchings
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2-switching of known 6-bit APNs

14 CCZ classes of known APN

11 12 13 14

4 5 6 7 8 9 10
13 86

91 S} 92 85 85 91

num‘ 1 2 3

ea | 25 19 91 19 3 13

16275 12369 59241 12369 1953 8463 59241 1953 59892 55335 55335 59241 8463 55986
8493 65 8315 8188 7878 8170 1584 7341

sub
filter | 5945 2133 8263 1699 193 1111

apns ‘41626 85271 154303 63682 6069 34076 154832 2928 156167 154780 147546 161340 55048 144378
706 703 704 704 688 706

classe‘ 519 700 704 694 473 701 704 353

For the details :
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ccz-equivalence

Considering the graph of F : F)' — Fj

F(F) ={(x,F(x)) | x € FY} CFY"" ~» B(m + n).

One defines Kaleyski pointed out that the combination

of I-rank and A-rank takes 10 values.
NF)~T(G)<—=F ~ G

ez ccz-invariant | walsh | I'-rank | A-rank
time 0.01s 1.06s 0.80s
Problem fval 5 9 3
Design efficient invariants to discriminate “values
the 14 ccz-classes of 6-bit known APN . cepibinasion L
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multiplicative invariant

Choosing a parameter 0 < p < m,
For a Boolean function f € B(m),

B(m)

Xf: RM(p, m) —
c — cX

f'
The dimension of the kernel of is a numerical invariant X,(f) := dim kerXIfJ.

CCz-invariant X1 X X3
time 0.01s | 0.04s | 0.15s
f-values 2 7 2
combination 7

Multiplicative invariants on graph of 6-bit APN .
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Walsh refinement

Denote by 1, the 2-adic valuation on integers, v2(z) := max{r € N | 2" divides z}.

For f € B(m),
. cCz-invariant | Wy, Wy, W,
v2(f(a)) € {0,0,1,..., m} time 0.03s | 0.15s | 0.55s
] g-values 2 5 8
For each v, we define ¢, € B(m) : combination 8
P(a) =1 <= VQ(?(Q)) =v. Walsh refinement of multiplicative invariants

The Walsh refinement of f by 7 is the tuple

Wj(f) = (J(%o)a](%)a e 7](¢m))'
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Effectiveness of ccz-invariants from Boolean invariants

A combination of these three invariants takes 13 values on the 14 known classes and

the combination of all invariants provides 1 collision.

Boolean Invariant Xo Wx, || l-rank | A-rank
Running time 0.03s | 0.55s || 1.06s 0.80s
f-values 7 8 9 3
Combination 10 10

13

Problem
How to complete the list of invariant 7
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(6,3)-bent function

An (m, n)-function F is bent if all its non-zero components are bent.
By Polujan’s phd, we know there are 13 EA-classes of (6, 3)-bent functions.

For a vectorial function F € V(m, n),

SF .
X, RM(p,m) — V(m,n)
¢ +— Mpt1(cF)

Again, the dimension of the kernel is a vectorial EA-invariant denoted X3.

Invariant O | &e | X3
f-values 9 | 7|6
Combination 13
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Conclusion

We introduced new methods for constructing effective Boolean and vectorial
invariants: lifting by restriction, by composition, multiplicative invariant and
Walsh refinement.

Several remarkable results

on B(2,6,6), only one collision among 150 356 classes;
for 6-bit APN mappings, 714 of the 716 classes are distinguished;
for (6, 3)-bent functions, all 13 classes are distinguished;

e three new Boolean invariants separate 13 of the 14 known ccz-classes.
contributing to important numerical results

e all extensions of (6, 3)-bent functions are known
e closure under 2-switching of the set of known APN
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Comments

The number of class in V}(6,4) is about 1043

weak point
The filtering step relies on & applied to V,(6,4). This invariant likely generates

collisions.

running time
For backtracking, a few days using a lot of processors...
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